Cortex XDR tiers

Cortex XDR Prevent Cortex XDR Pro
Stop attacks with best-in-class Unify cutting-edge prevention,
endpoint protection detection, investigation, and

response in one platform

Endpaint, network, cloud &

Data sources Endpain; third-party products
Endpoint protection

Stop malware, exploits, and fileless attacks with Al-driven @ @
analytics and industry-leading behavioral protection.

Device control

Prevent data loss and malware delivery with granular @ @

USE access control.

Unified incident engine . _
Deliver up to a 50x alert reduction by using advanced Endpoint alerts All alert sources
analytics to intelligently group related alerts into incidents.

Automated investigation
Cut investigation time by 8x with patented alert stitching @
and automated root cause analysis.

Rule-based analytics
Detect threats with a rich behavioral-based BIOC feed @
from Palo Alto Metworks or create your own custom rules.

Behavioral analytics
Detect the most sophisticated attacks with a patented @
ML-based behavioral analytics engine.

Integrated response _ _

Contain attacks across your enterprise with flexible, direct Endpoint only Endpoint & network
actions.

Threat intelligence feed . _

Enrich investigations with context from AutoFocus directly Optional Optional

embedded in the unified incident engine.

30 days XDR {endpoint &

Retention 20 days alert retention network) data retention

Extended data retention Optional Optional



